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Since its establishment in 2020, the Brazilian 

National Data Protection Authority (ANPD) 

has significantly expanded its role in Brazil. This 

progress includes not only a continuous social 

awareness campaign about the importance of 

data protection but also the implementation 

of a series of new regulations that detail the 

application of the General Data Protection 

Law (LGPD). Additionally, the ANPD has 

intensified its monitoring and enforcement 

activities, having initiated more investigations 

in October alone than in the past four years, 

and is close to doubling the volume of data 

subject petitions and complaints received 

up to September compared to 2023. Such 

an increase in regulatory and enforcement 

activity underscores the growing importance 

of personal data governance, raising the 

standards and expectations from both the 

ANPD and data subjects and business partners.

In this context, the intensification of oversight 

activities by the ANPD highlights the need 

for proactive data management by data 

processing agents, who are expected to stay 

ahead of applicable requirements to avoid 

legal complications. In recent months, the 

ANPD has issued new regulations detailing 

the importance of the Data Protection 

Officer (DPO) and the provisions of the LGPD 

regarding international data transfers. These 

regulations add layers of complexity to the 

The growing importance of data governance amid 
the Intensification of ANPD initiatives

legal compliance process, requiring attention 

to both their provisions and those of the LGPD.

Moreover, from a governance perspective, 

maintaining detailed records of operations 

involving personal data (such as Records of 

Data Processing Activities, ROPAs, and Data 

Protection Impact Assessments, DPIAs) is 

becoming increasingly relevant, as these 

documents are valuable tools for both 

compliance management and as proof of 

adherence to applicable data protection 

regulations in the event of investigations 

by the Authority. When discussing contact 

with the ANPD, a prompt and constructive 

interaction with the Authority during 

investigations or enforcement processes 

can not only expedite the resolution of 

cases but also mitigate potential sanctions, 

demonstrating the company’s commitment 

to robust data governance practices.

This strengthening of oversight by the ANPD 

is an important step in solidifying data 

protection governance practices in Brazil. 

Data processing agents, in general, must 

adhere to the growing array of applicable 

data protection norms not only to avoid 

sanctions (which can include fines of up to 

BRL 50 million) but also to strengthen their 

position in the market as responsible and 

trustworthy leaders. Organizations that are 
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prepared for the demands of an increasingly 

regulated and security-oriented business 

environment, and that demonstrate a 

commitment to the legitimate processing 

of data, will be better positioned to gain 

the trust of partners and consumers. This 

will help mitigate concerns about potential 

ANPD investigations, contributing to the 

sustainability of their operations in Brazil in 

the field of data protection.
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2024 Review: advances and challenges in data 
protection

The year of 2024 was significant for data 

protection in Brazil, with a series of events 

that highlighted both the challenges faced 

and the advances made, especially in the 

litigation scenario.

Since the beginning of the year, the 

relationship between salary transparency and 

the General Data Protection Law (LGPD) has 

generated important discussions.

In January, companies struggled to meet 

the requirements of the Equal Pay Act, 

which required transparent reporting, while 

worrying about potential violations of the 

LGPD. There was also a delicate situation 

arising from complaints about illegal access 

to sensitive patient data in a hospital in São 

Paulo, resulting in requests for investigation.

Additionally, the Brazilian Federal Supreme 

Court (STF) played an important role in ruling 

constitutional the provision of registration and 

geolocation data in cases of serious crimes, 

without the need for judicial authorization.

In March, the Ministry of Labor and 

Employment clarified that its Equal Pay 

Report complied with the LGPD, releasing 

only percentage data. In the same period, 

the São Paulo’s Municipality chaired the 

Municipal Data Protection Forum, reaffirming 

its commitment to the legislation.

Over the time, new challenges arose. In April, 

companies with more than 100 employees 

handled the pressure to meet the deadline 

for disclosing their pay transparency reports. 

At the same time, the advance in the 

implementation of “open health” in Brazil 

was a positive step towards the information 

integration in the health industry. However, the 

arrest of the suspect for the Brazil’s largest data 

leak, in 2021, drew attention to the continuing 

improvements to data security.

In May, the Brazilian National Data Protection 

Authority (ANPD) approved the Security 

Incident Communication Regulation, a key 

step towards improving data protection in the 

country. However, episodes of data leakage, 

similar to those faced by Ticketmaster and 

other payment institutions, have pointed 

out the need for more robust measures to 

protect citizens’ information.

Also in May, the São Paulo Court of Justice 

authorized a mother to access her deceased 

daughter’s digital data, recognizing the digital 

assets as part of the succession.

The following months were marked by 

decisions that showed the importance of 

proper regulation. In June, the use of facial 

recognition led to the arrest of over 1,700 

people, raising concerns about the lack of 
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specific legislation, as well as the accuracy 

of the mechanism and potential injustices. 

The Central Bank of Brazil also reported 

leaks involving Pix (Brazilian Instant Payment 

System) data, and the Superior Labor Court 

(TST) authorized the use of geolocation in 

certain circumstances, generating discussions 

about the implications for privacy.

Finally, the decisions of the STF and the 

Superior Court of Justice (STJ) at the end of 

the year reinforced the application of the 

LGPD, requiring proof of damages in cases 

of data leakage and addressing the breach 

of confidentiality in investigations. The 

Federal Public Prosecutor’s Office (MPF) has 

implemented a culture of data protection, 

reaching 66% compliance with the LGPD, 

which demonstrates a continuous effort to 

adapt to the new requirements.

The 2024 assessment outlines a scenario 

filled of challenges, but also of relevant 

developments in data protection. As we get 

ready for 2025, there are many expectations 

involving raising awareness for privacy and 

security, as well as the need for a regulatory 

framework on artificial intelligence, which 

balances technological innovation and 

citizens’ rights. Dialogue between companies, 

government, and civil society will be key to 

shaping the future of data protection in Brazil 

and worldwide.

Specifically from the perspective of litigation, 

although there was not an avalanche 

of lawsuits involving the subject of data 

protection, the year of 2024 had 3,623 new 

lawsuits, pending resolution until October, 

while in 2023, there were a total of 2,345 new 

lawsuits, according to information obtained 

from the Justice in Numbers report of the 

National Council of Justice (CNJ). It is also 

noteworthy to remember that, in 2024, the 

topic “personal or financial data consulted, 

collected, published or passed on without 

authorization” was in eighth position in the 

ranking of problems most complained about 

by consumers on the website Consumidor.gov. 

Thus, there is an expectation that, in 2025, 

there will again be an increase in lawsuits and 

complaints to consumer protection agencies, 

which may give rise to administrative 

proceedings. Therefore, it is essential for the 

company to comply with the law and provide 

professional training on the matter. In case 

of litigation demands, qualified assistance 

to address the issue collaboratively with the 

Authority is essential.
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